LOG/MNG SP1/5P2

EcoNAT — opneHTMpOBaHHbI Ha ornepaTtopoB
npoaykT knacca Carrier-Grade NAT (CG-NAT), cnoco6-
HbI peLwwmnTb NPo6nemy HexBaTku Ny6nnYHbIX IPv4
aApeCcoB Npu COXpaHeHuu cyllecteytoLlen IPv4
MHPaCTPYKTYypbl 4O TEX MOP, MOKa He MPOU30NaET
nepexof K IPv6.

TrnoBoe MeCTo pacrnoioXeHNA 3TOro PELLUEHNA B CETU
onepaTopa CBA3W — MeXAY MPaHNYHbIM MapLUpyTM3a-
Topom PE (Provider Edge) n cepsucHbiMu (BRAS) nnm
mMarucTtpanbHbimu (Core) mapwpyTtmnsatopamu. Coegm-
HeHusd, npoxoadawue Yepes ECONAT, moryT coctoatb
N3 HeCKoNbkux NMHKoB 10G, o6 beAMHEHHbIX B OAWH

N HECKOJbKO arperaTHbIX KaHasoB.

MpeumyliecTea n 0co6eHHOCTH

Smart Wire™ — aBngaetcsa L2 npo3payHbiM YCTPOCTBOM
015 BCex BUAOB Tpadunka, KpoMe TPaHC/IMPYEMOro.

Logger — yCTPOCTBO NMO3BONSAET /IOrMPOBaTh TPaHC-
NAUMM CO CKOPOCTbIO A0 6 M/TH COeMHEHWI B CEKYHAY.

YuuBepcanbHas nnatchopma 2020 / 2040
EcoSGE

MponsBoguTenbHOCTb 24 /34 T6ut/c
HoBbix nogknto4yeHuni
© oRfote 2,3 MIH
B CeK.
OpHOBpPEMEHHbIX Ceccui 32 MAH

CeteBble UHTEpPheNChbI

100 GE Fiber (QSFP28) 0

10 GE Fiber (SFP+) 2/4

1 GE Copper 6
1x10/100/1000BaseT
1x10/100/1000BaseT
RJ45 (RS232C)
CF Industrial SLC

MHTepdpeiic normposaHus
WNHTtepdperic ynpaBneHuns
KoHconbHbI nopT
CuctemMa xpaHeHUsi AaHHbIX

Motpebnenue

140 BTt /170 Bt
(pabouyee / MakcUManbHoeE)

Dual 200W RPS
Bbnok nutaHusa

100-240 VAC (-36-72 DC)

Standard Fans
430 x 400 x 44 mm

OxnaxpeHue
Pasmepsl (WU x O x B)
dopm-chakTop U
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Poccuiicknii nponsBoanTenb CETEBbIX PeLUEHWi
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[no6asibHelIE aapeca

EcoNAT
Ha nnarcpopme EcoSGE

Log- JIoka/ibHbIE aapeca
cepBep {
BRAS MarucrpanbHbin Opyrune
MapLLpyTM3aTop MapLUpyTM3aTopsbl
3060 4120 / 4160 / 5200

60-80 Mout/c
2,5 MAH

40 mMnH
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0
1x10/100/1000BaseT
1x10/100/1000BaseT
RJ45 (RS232C)

CF Industrial SLC

250 Bt/ 285 Bt

Dual 500W RPS

100-240 VAC (-40-72 DC)
Hot Swap Smart Fans

440 x 576 x 44 mm
1y

120 /160 / 200 Iéut/c
5 MAH

150 maH

0/0/2

12/16/0

0
1x10/100/1000BaseT
1x10/100/1000BaseT
RJ45 (RS232C)

CF Industrial SLC

340 B1/400 Bt

Dual 500W RPS

100-240 VAC (-40-72 DC)
Hot Swap Smart Fans

440 x 576 x 44 mm
1y



TpaHcnaAuMA ceTeBbIX agpecosB ACLs

Kputepnem ans Bei6opa nyna senstotcs ACL (Access Control List),

I'Ionnep)KKa MHOXecCTBa TUMOB TPpaHCNALNUN cBA3aHHble ¢ KaxabiM nynoM. ACL aHanusupytoTcst B mopsiake npuopu-

EcoNAT nogaepxwuBaet Ao 32 ogHoBpemeHHo paboTatowwmx NAT nynos, TETOB My/I0B U MOTYT BK/IOYaTh B ce6s Kak Source agpec, Tak u

KOTOpPbI€ MOTYT OTINYATLCA TUMOM TPaAHCIALMM, Anana3oHamm nyenmy- Destination agpec IP naketa. Taknm o6pa3om, Hapsily C OCHOBHOW

HbiX IPv4 agpecoB, nMMUTaMu YMcna CoeanHeHN At abOHEHTOB 3aayelt, onepatopbl MOTYT NPUMEHSATbL AaHHOE peLleHne A5 y4acTus

1 AnanasoHamu Bblaensembix npu tpaHcnsuymm noptos UDP n TCP. B NMUPUHIOBbIX CETSX C NepeceKkaowmMmca amanasoHamm IP agpecos.

E NAT noaaep>XmBaeT pas/inyHble TUlbl TPAHCTAULNMNM OOHOBPEMEHHO!
co CG-NAT / PAT, Basic NAT, ctatnyeckyto TpaHcaaumto 1:1

BNAT 11

BNAT (Basic NAT) — knaccuueckuii NAT pexunm, npyu KOTOpoOM aboHEHTY B cTaTnueckom pexume (oH eLwé nmeHyetcs TpaHcnsaumeit 1:1)

Ha BpeMmsA paboTbl BbIAENSETCA BPEMEHHbIA Ny6nunyHblii IPv4 agpec, n 3a KaxpablM aboHeHTCckmM IP agpecom 3akpenneH nyénunyHbln IP agpec.

TPaHCMPYIOTCA TONbKO agpeca (MopThl OCTAlOTCS HEU3MEHHbIMK). Y [NocpencTBom gaHHOrO MeToa onepaTop CBS3M MOXET OnepaTnBHO

3TOro pexuma ecTb ABa BapuaHTa: Npo3payHblii, paspeLuatoLLnii BblAaBaTb abOHEeHTaM ctaTuyeckue ny6nunyHele IP 6e3 nsmeHeHus

BXOAALLME BHELLIHWE COeANHEHNs Ha Ntobble NOPThbI, U 3aKpPbITbIN, HacTpoek CPE aboHeHTa.

D.OI'IyCKaIOLU.VIVI coenHeHUsa n3BHe N1LLb Ha NMOPTbl, OTKPbITbIM
CeCCnaMun N3HYTpU.

CG-NAT

CG-NAT / PAT (Port Address Translation) — ocHoBHbIi pexum pa6oTel ECONAT, nosBonsaowmii pasgensatb ucnonb3oBaHue ny6avyHoro IPv4 agpeca
Mexay HeCKONbKMMM aboHEeHTaMKn. B aToM pexnme TpaHCInpyeTcs He ToNbKo agpeca, Ho 1 nopTel. Konnvectso noptoe TCP 1 UDP, ogHOBPEMEHHO
MCNoNb3yeMblX aOOHEHTOM, MOXHO IMMUTUPOBATb.

Full Cone NAT (EIM/EIF) IP pairing

Full Cone NAT aBngaetcsa 0COBEHHOCTbLIO, OTINYAtOLLIEN CG-NAT C uenbto obecrneyeHns Hamny\_“_ueﬁ NpPo3payYHoOCTU EcoNAT Bce
OT TPaAMUMOHHbIX BUAOB NAT/PAT 1 oGecrnednBaet MakcuMarbHyio coeanHeHns abBoHeHTa, OTHOCALLMECS K OAHOMY Ny/y, MPUBSA3aHbI
npo3spayHoctb CG-NAT Ang pasnuyHbIX MPUNOXEHWN, B T.4. MOOU/IbHBIX, K OZIHOMY U1 TOMY Xe ny6nuyHomy IP agpecy.

P2P, urp n ap: EIM/EIF no3BonsieT nio6bIM BHELLIHNM XOCTaM yCTaHaBu-

BaTb COeAVHEHNS C aBOHEHTOM U3BHE MO TEM NOpTaM, A/ KOTOPbIX Hairpinning

TPaHcnAuMgiBBIE paHee MHNIMMPOBaHa camnhiiGOOHEHTOM. Hairpinning no3sonseT aABym aboHeHTam BHyTpM NAT B3anmoaenicTeo-

BaTb Apyr ¢ Aopyrom yepes NAT, He nocbinas nakeTbl BOBHE.

Port Block Allocation (PBA)

.
[nsa ymeHblUeHNs KonnyecTsa AaHHbIX, KOTopble TpebyeTcs 10rMpo- Aglng

BaTb, ECONAT peanusyet PBA (Port Block Allocation). Mopte! Ans Ipu ANWUTENBHOM HEAKTUBHOCTM (MEPUOA 3aBUCUT OH HACTPOEK nyna
TPaHCALUMN a6OHEHTaM BbIAAIOTCS HE MO OAHOMY, & HeMpepbIBHLIMU N COCTOSIHUSA COEANHEHWNS) HEUCMONb3YyEMble COEAUHEHUS 3aKPbIBAIOTCS,
6/710KaMK € AnanasoHom 64-512 nopTtos. Taknm 06PasoM, BbINO/IHAETCS BbICBOGOXAAaS MOPThI. BIOK MOPTOB cunTaeTcs CBOGOAHBIM

MLLb [BE 3an1cu B /Ior AN BCero 6/10ka NOPTOB: NpU BblAeIeHN B C/ly4ae, Korga BbICBOOGOAMMNCE BCE NOPThI U3 ANana3oHa 4aHHOro
6/10Kka NOPTOB aBOHEHTY 1 NP BbICBOOOXAEHUN BCEro 6/10Ka. 6/10Ka M UCTEK TaliMayT OXMAaHSA.

User quotas

EcoNAT nosBonseT Ans Kaxaoro nyna MHAMBUAYaNbHO yCTaHaBAMBaTb IMMUTbLI HA KOMIMYECTBO NMOPTOB U coenHEeHU ans aboHeHTa. BmecTe ¢ ropsayeit
peKoHUrypaLumer 1 Noaaep>XKon MHOXECTBA My/10B 3Ta BO3MOXHOCTL MO3BO/ISET ONepaTopy rmMéKo pacnpefensTb pecypchbl IPv4 Mexay Koprnopatue-
HbIMW U YaCTHbIMW a6GOHEHTaMu.

JlornpoBaHue TpaHcnaLumn Mopsivaa pekoHdurypaumsa

EcoNAT nogaepxunBaet BO3MOXHOCTb IOrMpoBaTh TPaHCAALMNIO ANs YCTPOMCTBO CNOCOBHO MPUMEHSATL U3BMEHEHUA KOHUrypauumn 6es
KaXpaoro coeagnHeHnsa aboHeHTa (Local_IP, Local_Port, Global_IP, paspyLLUEHNs CYLLECTBYIOLLMX aOOHEHTCKUX COEANHEHWIA, YTO BbIFOAHO
Global_Port, Destination_IP, Destination_Port, Protocol), ncnons3ys OT/INYAET €ro OT KOHKYPUPYIOLWMNX peLleHuii. «<Ha nety» MoXHO
npotokonbl Syslog nnm NetFlow v9. MNpu ncnonbsoBaHun pexuma PBA YMEHbLLUUTb NMIMMUTLI MOPTOB, UM PacLUVMPUTL Ny/ibl NyGINYHBIX aApPecoB.

06beM IOrMPyEMOoit MHHOPMaLMU CHUXKAETCS B AECATKM pas.

AdhhekTMBHOE NCNONb30OBaHNE aapecoB YnpaBneHue

[Onsa yBenuuenunsa ytunmsaumm nyo6nundnbelx IPv4 agpecos ECONAT - BoigeneHHbiii Ethernet nHtepdeiic ynpasnexus
MCNOMb3yeT HenepecekaloLwmecs MHOXEeCTBa BHELLUHNX NOPTOB ANd « BblgeneHHbIi KOHCOMbHBbIM NopT RS-232C
npotokonos TCP, UDP n OTHER (ICMP, GRE v ap.) « HTepdeic komaHaHow ctpoku (CLI)

« YpanénHubli goctyn no SSH ¢ AAA (Local, TACACS+)
« SNMP, SNMP Trap, Syslog
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